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Written Submission on the Human Rights Implications of Data
Centre and Digital Infrastructure Expansion in South Africa

The Association for Computing Machinery (ACM) welcomes the initiative of the South African
Human Rights Commission (“‘the Commission”) in calling for public submissions on the human
rights implications of the rapid expansion of data centres and digital infrastructure in South
Africa. ACM is the world’s largest educational and scientific computing society, and its
Technology Policy Council provides non-partisan, evidence-based technical expertise to
policymakers worldwide. This submission is offered through this lens to assist the Commission
in aligning data-centre governance with constitutional obligations, international human-rights
standards and recognised best practice.

The growth of data centres in South Africa can advance the progressive realisation of socio-
economic rights and support the country’s Artificial Intelligence (Al) ambition as it develops an
Al national strategy and national Al policy to maximise the benefits of the Al economy. However,
this infrastructure also utilises significant energy and water, as well as data-processing capacity,
which are concentrated in the hands of a few largely foreign-owned operators. These features
raise distinct human-rights questions that are worthy of further inquiry.

This submission is made by the ACM Africa Technology Policy Committee on behalf of the
Technology Policy Council of ACM. It reflects ACM’s institutional expertise and published
positions and does not purport to represent the views of any individual member."23

The South African Context

South Africa is the most developed data-centre market in Africa, anchored in Johannesburg and
Cape Town and driven by the arrival of global hyperscale cloud providers and large carrier-
neutral operators and Africa Data Centres.* Industry analysts project the need for an additional
700 data centres across Africa in addition to the already existing 150 centres concentrated in
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South Africa, Kenya and Nigeria to meet Africa’s connectivity and data storage requirements.®
This growth raises real public-interest tensions.

Investments in data infrastructure will be judged against their potential socio-economic benefits,
and thus must be contextually responsive. South Africa’s 2024 National Data and Cloud policy
(Policy) makes important policy interventions around digital infrastructure on a universal access
basis and the availability of government data in data centres that enable data sharing and
interoperability.® The Policy recognises that the “absence of a regulatory environment might
deter increased investment in digital technologies as investors largely seek regulatory certainty
to ensure adequate protection of their investments. Connectivity and utilisation of technologies
should be supported by a reliable energy supply.” In addition, the Policy recognises that “data
centres also rely significantly on cooling systems that require vast volumes of water. In addition
to energy supply challenges, issues of sustainability are beginning to take centre stage. The
implication for South Africa is that in its pursuit of reliable energy supply solutions, consideration
should be given to ensuring that data centre providers ensure that they make self-provisioning
for water and electricity while addressing carbon emission reductions to mitigate against
environmental degradation.”

Equitable Access to Digital Infrastructure

Digital Infrastructure in the policy refers to the technological foundation that supports digital
services, processes, and applications. It can include hardware, software, networks, and
communication systems. Digital infrastructure is a strategic priority necessary to bridge the
digital divide and to ensure universal and equitable access for all South Africans. According to
the African Union (AU) Data Policy Framework, “data infrastructure that enables an integrated
data system is a key strategic asset for countries, but the scale, extent and speed of change
brought about by data-driven digital technologies make regulation complex and resource
intensive.”

The core equity concern in the construction of data centres that can consume nationally scarce
resources in energy and water while producing benefits in terms of compute capacity, jobs,
connectivity, and taxes is whether publicly shared resources should subsidise private and often
offshore value creation, which can widen rather than narrow existing inequalities. A rights-based
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framework should therefore ask whether data centres can measurably advance domestic digital
inclusion, and how that benefit is secured and verified.

South Africa is fortunate, given that its policy ecosystem for Al is still developing. The South
African Human Rights Commission can lead conversations with the state as an independent
stakeholder on behalf of non-state actors to influence the design of the future Al policy and
strategy for the government to:

1. Adopt a “digital-inclusion dividend” expectation by requiring large data centre approvals
be accompanied by verifiable commitments to domestic digital inclusion through, for
example, contributions to community networks, public interest connectivity, affordable
access programmes, local skills development, or reserved capacity for South African
public institutions, SMEs and researchers.

2. Introduce a monitoring and evaluation framework where operators and relevant state
bodies can assess whether standardised indicators in the forthcoming Al policy or
strategy (local jobs, local compute served to South African users, procurement, energy
source, and community-access contributions) are being met.

3. Recommend early, accessible and well-documented community consultation for major
data centre construction projects, consistent with the principles of administrative justice,
and ensure energy and environmental impact assessments are part of the approval
process.

Privacy and Data Protection

The concentration of personal information in domestic data centres is, in principle, favourable to
privacy. It can support data localisation, lawful oversight and faster breach response. However,
there can be unintended consequences of data localisation.

Data localisation refers to policies that require personal or non-personal data to be stored or
processed within the borders of a specific country.' Data residency, a related but narrower
concept, simply dictates the geographical location where data is stored. While the Protection of
Personal Information Act (POPIA) does not contain a general mandatory data localisation
requirement, other South African laws and policies impose specific localisation or residency
obligations, particularly for sensitive government data and certain sectors. For example, the
Data and Cloud Policy mandates that “government data that incorporates content about the
protection and preservation of national security and sovereignty of the Republic shall be stored
only in digital infrastructure located within the borders of South Africa”."* This differs from
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POPIA’s cross-border transfer rules, adding layers of complexity, particularly for technologies
that inherently rely on fluid, global data flows.

Local storage and processing can be significantly more expensive and less scalable than
leveraging hyperscale global cloud infrastructure. Further, data localisation is often an
expression of national data sovereignty. However, overly restrictive measures can conflict with
the economic benefits of free data flows and international trade, impacting multinational
companies and digital services. International best practices for data localisation and residency
lean towards a nuanced, risk-based approach rather than blanket restrictions, acknowledging
the needs of a global digital economy.'?

While the mandate for the operationalisation of POPIA falls with the Information Regulator (IR)
of South Africa, the South African Human Rights Commission can work with the IR with the
objective of protecting the right to privacy by jointly publishing guidance on conducting human
rights due diligence on cloud providers and contractual guarantees regarding data residency.
Data residency in South Africa does not by itself guarantee South African legal control. Where a
domestically hosted facility is operated by, or its parent is subject to, a foreign jurisdiction,
personal information may be exposed to extraterritorial access demands. International practice
reflected in the EU’s treatment of international transfers under the GDPR is to require that
transfers and remote access preserve an essentially equivalent level of protection, backed by
transparency about lawful-access requests.

The Commission may wish to examine whether POPIA’s section 72'° regime, and operators’
contractual arrangements, adequately address government-access and onward-transfer risks
for data physically located in South Africa.

Regional approaches

Africa’s regional digital technology landscape is governed by AU frameworks. Over the past
decade, the AU has published several regional frameworks on data and digital technologies and
the Malabo Convention on Cybersecurity 2014 and the AU Data Policy Framework 2022 contain
important provisions and recommendations that South Africa should consider.

The Malabo Convention on Cybersecurity 2014

Comprehensive cybersecurity guidelines and readiness assessments are critical for cloud
adoption. On a fundamental level, the multi-tenant architecture of cloud services expands the
number of persons with access to critical data, increasing entry points for cyberattacks. Strict
data security and access protocols are therefore crucial for cloud systems used to manage
public services housing citizens’ sensitive data.
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The African Union Convention on Cyber Security and Personal Data Protection (Malabo
Convention) 2014' was adopted by the African Union (AU) in June 2014. Besides the EU’s
GDPR, the Convention is regarded as the only legally binding regional data protection
framework. However, only 15 member states have ratified the protocol, and South Africa is yet
to adopt the framework.

We recommend that the South African government should consider the Malabo Convention as
an effective way to reinforce continental data-protection interoperability.

The AU Data Policy Framework 2022

The AU Data Policy Framework'® emphasises the need for member states to build
comprehensive data infrastructure, including the cloud, to harness value from public data. The
framework specifically recognises the cloud as one of the three foundational data infrastructures
(the others being big data and digital platforms) needed to harness value from public data. It
makes human rights-related recommendations to member states, including establishing data
portability rights that facilitate switching between cloud suppliers, ensuring that data can flow
across borders as freely as possible while promoting an equitable distribution of benefits and
addressing risks related to human rights violations and other legitimate interests of states such
as the fight against money laundering, tax evasion, online gambling, and national security.

Further, the Protocol recommends the African Court on Human and People’s Rights, the East
African Court of Justice, and the Economic Community of West African States (ECOWAS)
Community Court of Justice as potential avenues to adjudicate complex disputes on privacy and
equality, which are relevant to personal data protection and the use of data to unfairly
discriminate.'® Such a role can potentially be replicated at a national level for South Africa, but
there are risks of significant overlap with the mandate of the Information Regulator.

Conclusion

Data centres will underpin South Africa’s digital and Al future. Whether that future is rights-
respecting depends on governance choices made now. ACM’s Africa Technology Policy
Committee commends the Commission for framing this as a human-rights inquiry and stands
ready to provide further technical assistance, including on standards, privacy engineering,
cybersecurity and equitable access measurement as the stakeholder engagement process
advances. We would welcome the opportunity to participate in that process and to contribute to
any resulting policy guidance.
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